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Capftule [
Objetivo General

Implementar, administrar y monitorear una red corporativa simulada en el

laboratorio de redes virtual de la Universidad de las Fuerzas Armacdas

ESPE Sede Latacunga mediante un servidor Zabbix
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Objetivos especificos

w

> Investigar acerca del servidor Zabbix, su implementacion y

funcionamiento para aprovechar al maximo en la administracion y

monitoreo de la red corporativa.
» Implementar una red corporativa con por lo menos 3 sitios remotos
simulandola en GNS3 utilizando el sistema operativo RouterC

» Implementar un servidor de administracion y monitorec

en las computadoras del laboratorio de comuni
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> Implementar un manual de funcionamientc

de laboratorio de la administracio



Capftule Marco tedrico

¢Qué es monitoreo de red?

¢Qué es administracion de red?
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¢Qué es un servidor web?

¢ Qué es un servidor Zabbix?
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Implementacion de Zabbix

us'aé;iro@skrdz: ~

20bbix 5.0 LTS
Ubuntu Server 12.04

C,

ubuntu

Memoria: 128VIB

Espacio en disco: 2565
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Funcionamiento de Zabbix

ZABBIX

MONITORING SYSTEM
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Componentes de Zabbix

File

@

Action

View Help

dzHEl» e nm®n

http://tecadmin.net

. Services (Local)

Zabbix Agent Name h Description  Status  StertupType  LogOnf
%, Windows Media Player Net... SharesWin.. Running Automatic (D... MNetwerk

%sf;'t‘:h‘:;‘::ce £ Windows Modules Installer  Enables nst.. Automatic  Local Sys
‘£ Windows Presentation Fou...  Optimizes p... Manual Local Ser
2, Windows Process Activatio.. TheWindo.. Running  Manual Local Sys

Description: % Windows Remote Manage...  Windows R... Manual Network

Provides system monitoring £ Windows Search Provides co.. Running  Automatic (D... Local Sys
5, Windows Store Service (WS... Provides inf.. Manual (Trig.. Local Ser >
e s et (o gente servidor
5 Windows Update Enables the ... Manual (Trig.. Local Sys
5 WinHTTP Web Proxy Auto-.. WinHTTPi.. Running Manual Local Ser
. Wired AuteConfig The Wired .. Manual Local Sys
5 WLAN AutoConfig The WLANS... Manual Local Sys
L WM Performance Adapter  Provides pe.. Manual Local Sys
2% Workstation Creates and.. Running  Automatic Network =
5 Weorld Wide Web Publishin.. Provides W.. Running  Automnatic  Local Sys D A e n te Za b b Ix
5, WWAN AutoConfig This service Manual Local Ser NMP Manager

U Interfaz

Al dashboards / Global view computingforgeeks.com

System Information

© Montoring Paramster Value Detas

Dashboard Zaboie server s nning Yes  locahost 10051

Number ofhosts s 1707188
(enabledaisabieatemplates)

| . L1 Agente SNIVI

Number oftiggers (enabledidsabied 49 49011743

[problem/ok)
ISNMP Agent
% Modem

Switch

Number ofusers (onine) 2 1

SNMP Agent

Problems

Tmew Info Host Problem » Severty Duaton Ak Actons  Tags

2357+ Zawowsener mas No

Router

Reports Windows
Conguraion

Administration
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Interfaz web (Frontend)

ZABBIX Global view

All dashboards / Global view computingforgeeks.com

System information

Monitoring Parameter Details

D yoard Zabbix server is running localhost: 10051

Problems Mumber of hosts 1/0/144

(enabled/disabled/templates)

H

Mumber of items (enabledi/disabled/not 90/0/6

supported)

Overview

atest data 49/ 07[1 /48]

Mumber of triggers (enabled/disabled
[problem/ok]}

Mumber of users (onling)

Problems

Duration  Ack Actions

Tags

Info  Host

Time v Problem = Severity

12m 425 Mo

Zabbix server

sda: Disk readfwrite request responses are too high (read = 20 ms for 15m or write = 20 ms for 15m)

Inventory v 233457 =

Reports

Configuration

Administration

Support
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Funcionamiento de monitoreo en Zabbix

. Pantall
Servidores Administracién




Capfule 000 Desarrollo

O Instalacion de VNMware Workstation 15.5 Pro

v Instalacidon de la maquina virtual Ubuntu 20.04 LTS

v" Instalacion del servidor Web Zabbix

U Instalacion de GNS3 2.2.21

v" Red Corporativa

v' Habilitacion de Gns3/Vm
J Winbox

Winbox v' Configuracién de Rc




Capfitule 10 Red Corporativa

[ RED CORPORATIVA|
TELEROND-L
fo
10.05.1/30  10.0.5.2/30 e i
SEDE-LATACUNGA IO L

s ~p— etherl e2 — PCL
10.0.1.2/30 NSl [l Tl e L - R, :
a0 N —_— S od et

MATRE IMPRESCRA-L

......




Capftule 00 Winbox

" WinBox (64bit) v3.28 (Addresses) — 0O X
File Tools
Connect To: IErALTPEEREN | |v| Keep Password

Login: |admin | [l Open In New Window,

RoMON Agent: |192.168.255.130

Add/Set

Managed RoMON Neighbors ‘

7| | Refesh

Address /|Cost |Hops |Path [L2MTU | Identity |Veersion |Board i
1 0CCC:C7:08:04:00 1500 ADMINISTR... 6.45.56 CHR
1 0C:CC:C7-0F:7A:00 1500 SEDE-LATAC... 6.47 CHR
1 0C:CCC7:14:AC:01 1500 EDIFICIO-M  6.456 CHR
2 0C.CC:C7:0F:7A:00, 0... 1500 EDIFICIO-L  6.4556 CHR
2 0C.CC:C7:D2:87:00, 0... 1500 EDIFICIO-B 6456 CHR
1 0C:CC:C7:D2:87:00 1500 SEDE-BELIS... 6.47 CHR

0C.CC.C7:08:04:00
0C.CC.C7:0F:7A:00
0C.CC.C7:14:AC:01
0C-.CC.C7:21:15:00
0C.CC.C7:21.C4:01
0C.CC:.C7:D2:87:00

285888



Hosts

ZABBIX «*

Monitoring
Host groups

Dashboard
Probiems
Hasls
Show hosts In malndenance
Overview

Not ciassitied faming High

Information weran Disaster

T ]

Descavery
Sesvices

Inventory

L Conhguration

1~
U

[*] Administration
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Capftule 0l Verificacion de graficas

MATRIZ: Interface ether5{): Network traffic

ZABBIX f 7Xbps
6Xbps
5xbps
€ wmonitorir
4 Kbps
3xbps &
sz” "~ «© o o o o - " o w o o ~ o o o
S 2 e 2 2 8 = 2 - 2 o 2 -] 2 4 8 - 2 - 2 = 2 - 2 - R
-~ ',; - s - 3 ) S m — | ™ ": - : ~ x ™ 4 " - ~ 1 - : " ] v
L4 o~ - ~ b ~ = ~ = e a5 ~ 5 ~ = ~ 3 ~ b ~ b ~ b1 ~ = r
: ~ - -~ ~ ~ ~ ~ -~ - ~ ~ -~ ~“
7
k=]
last min avg max
B Interface etherS(): Bits received favg] S5.74kbps 5.71Kbps S5.79Kbps 588 Kbps
@ Interface etherS(): Bits sert [avg) 2.92Kbps 2.92Kbps 2.93Kbps 2.95Kbps
B Interface etherS(): Outbound packets with errors  [avg) 0 0 0 0
B Interface etherS(): Inbound packets with errors [ava] 0 0 0 0
@ Interface etherS(): Outbound packets discarded {avg) 0 ] 0 0
B Interface ether${): inbound packets discarded favgl 0 0 /] 0

MATRIZ: Interface ether6(): Network traffic

dministrabon

2319

231330

last min avg max
W Interface ether6l): Bits received [avg] 4.78Kbps 4.78Kbps 4.8 Kbps  4.83Kbps
@ Interface other6(): Bits sent [avg] 292Kbps 292Kbps 293Kbps  2.95 Kbps

B N



Capftule I Verificacion de graficas

* MATRIZ: Disk-131072: Disk space usage

B vadue 635 MB(100%)
1B Value 3197 MB (50.34%)

[ Dsk-131072; Dtal space  [last)
W Dsk-131072: Used space  [last]

MATRIZ: Memory utilization

savassasve srssressesvenea srssvaseanna R srssvasvanva sessea B e I I

2332830
235330
2355310
235630

") o

- L.
"~

& -
-

) "

)

2

o

last min avg max
M Memory wtilization  [avg)  25.5615% 25.2035% 25.6619% 26.2451%

O Tigger: High memory utilization (>90% for Sm)  [> 90]



Capftule Screens

MATRIZ: Interface etherl(): Network traffic . SEDE-LATACUNGA: Interface etherl(): Network traffic
10%bps 2 AKbps | [ 2

SKbps 1 2Kbps 1

0 b” ' ° = ! - g g = - = - R o

A d & & 8 ¢ 3 ¥ 8 & 3 5 m & & & 8 § ¥ & 4@ 8§ & =2 2

o N & & 8 & 8 & 8 2 8 N 2 N N & & &8 8 N N 8 2 & 8 2

A o f A

o L) 0 ]

o a Q o

last min avg mé last min av%
B Interface etherl(): Bits recelved (avg)  976bps  976bps L1lKbps 2451 [ interface etherl(): Bits received (avg] d448bps  392bps  d38Dbps
B Interface other}(): Bits sent (avg] 109Kbps LOTKbps 151Kbps 8951 WM interface etherl(): Bits sent {avg] 12Kbps 109Kbps 1.31Kbps
B Interface etherl(): Outbound packets with errors  (avg) 0 0 0 B Interface etherl(): Outbound packets with errors  {avg) 0 0 0
I Interface etherl(): Inbound packets with errors ~~ [avg) 0 0 0 B Interface etherl(): Inbound packets with erors ~ [avg) 0 0 0
@ Interface etherl(): Outbound packets dscarded  [avg) 0 0 0 @ Interface etherd(): Outbound packets discarded  [avg) 0 0 0
B Interface etherl(): Inbound packets discarded  [avg) 0 0 0 B interface etherl(): Inbound packets discarded  (avg) 0 0 0

SEDE-LATACUNGA: Interface ether(): Network traffic
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ADBMIMISTRHACICOMN-M
IF10.0.3.2
Mamarka:25.68 MB 7 & MB
Espacio en dsco
31.82 MB / 83.5 ME
FingUp (1)

-\.\_

EDIFICO-M
IF:10.0.4.2
Mamarla:Z3.73 MB /56 MB
Espacio an dsco
31 82 MB /! B35 MS

FingUp 1)

In:256 bps
104 Khips

Inz256 bps
Jut264 bps

In: 1.07 Kbps
Cuti.14 Kbos

MATRLZ
IP-182.168.255.130
Mamarla:24.85 MB /56 MB
Ezpacio en dsco
31.97 MB ! 3.5 MG
FingUp 1}

In:456 bps
i1 26 Khps

o

SEDE-LATACUNGA
P02
Mamarka:2a. 18 MB 7 56 MB
Espacio en dsco
J2.08 MB / £3.5 ME
Fing-Up 1)

Im:d56 bps
122 Khips

SEDE-BELIS&RIC
IF10.02.2
kamorka: 36,15 MB F B MB
Espacio en dsco
2.1 MB [ E3.5 ME
Fing-Up (1}

In:264 bps
Qut:256 Ops.
~
EDIFICIC-L
IF:10.0.5.2
Mamarka:26.12 MB /56 MB
Espacio &n dsco
2. 78 MB / B3.5 MEB

Fing-Up (1}
In:264 bps
Qut:256 Ops.

-,

EDNFICIO S
IF:10.0.6.2
kamoria:25. 78 MB /.8 MB
Espacio en dsco
31.82 MB ! E3.5 MIE
FingUp (1}



Items

Metwork traffic ethers

ZABBIX

Type | SHMP agent
Key | amyihing
* Host interface | 192 168.255.130 : 161

) Monitoring
SMMP OID | 1361213111163

pe of informatic Mumeric (unsigned)

units | bps

Imventory
Reports

Configuration Update interval | 20s

Host groups Cusiom intervals

Templa Scheduling

Hosts Ad

Maintenamnce
* History storage pericd | Do not keep history
Actions

) Trend storage pericd | Do not keep trends
Event correlation

Show value
Mews application

Applications | -Mone-
CPU
General
Interface etheri()
pport Interface etherz()

E:i Administration

ESPE

UNIVERSIDAD DE LAS FUERZAS ARMADAS
INNDVACION PARA LA EXCELENCIA




Triggers

ZABBIX « & BRUMEE
&l hosts | MATRIZ E m AOICanOns liems T e Graphs D= ey L las

* Mame | network inbound traffic wery high

Inventory

Operational data

Reports ’ Severity | Motclassified | information | Wamning | Awverage Disaster

infiguration - * Expression | [MATRIZ:anything.last({)}<o.54 .
Host groups
Templates
Hosts

Expression constructor
Maintenance

) Ok event generation Recovery expression | MNone
Actions

Event ; PROBLEM event generation mode Multiple
LR = A

0K event closes All problems if tag values match

Allow manual close

URL

ESPE
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Caplitule I Trafico de red

Bandwidth Test (Running)

Gt MATRIZ: Interface ether3(): Network traffic ‘
1200 Keps | ; ; [ 12
Protocol: @ udp 1 top Stop
' 10
Local UDP T Size: | |- Close 1090 e
Remote UDP Tx Size: | | - 800 Kbps 08
Direction: |both [ #] 600 Kbps 06
Connection Court: | | -
400 Kbps 04
Local Tx Speed: A bps
Remote Tx Speed: A bps 200 Kbps 02
["] Random Data 0bps i : : ’r L0
(- (] (=] - o o~ o " =3 < =3 w =3 o o ~ o w o o =3 o o r -] ~ © - o < Lo 4
. # = I R 0% S B I R 3 R G B § %8 &£ B § OB g £ o&§ 83 3 % § 2 o 2B
User: |admin | & 2 & 8 8 8 8 8 R 8 8 2 8% 8 8% 8R% s R 88 8% 7R 7 Q& 8 3 83
= — |"_H_. | - S ~ ~ ~ o ~ N ~ ~ o e ~ o~ ~ o S
asswornd: é &
o Q
Lost Packets: |0 = last min avg max
— [ Interface ether3(): Bits received [avg] 981.39 Kbps 12.73Kbps 29592 Kbps  981.39 Kbps
B Interface ether3(): Bits sent [avg) 973.55Kbps  6.46Kbps 288.79 Kbps  973.55 Kbps
[l Interface ether3(): Outbound packets with errors  [avg) 0 0 0 0
[ Interface ether3(): Inbound packets with errors [avg] 0 0 0 0
T 560.0kbps [ Interface ether3(): Outbound packets discarded  [avg] 0 0 0 0
B Rx: 960.0kbps @ Interface ether3(): Inbound packets discarded [avg) 0 0 0 0
: @ Trigger: network inbound traffic very high > 0.5M]
nunning...
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Laboratorio

é | Fle| e View VM Tabs Hep | Il - |2 | O @ @ [l O DN B & -

Library v |
| O Typeheretosearch | e
& [ My Computer \

[[:g 5:2‘:’:‘;“ ‘ " s H proyecto: Hosts
0 Shared VMs

(5

rofiCAD

€= Al &, O 8 192.168.255.132/zabbix/zabbix.php?action=host.view bcd 9 =

ZABBIX « = Severity Not classified Warning High

§ | Information Average Disaster

L3

@ Monitoring

Naméd a Tterface Availability
et ADMINISTRACION-M 10.0.3.2: 161
EDIFICIO-B 10,0.6.2: 161
EDIFICIO-L 10.0.5.2: 161 | snme |
EDIFICO-M 10.0.4.2: 161 | snwve |

est 192.168.30.1: 10050

ATRIZ 192.168.255.130: 161 | snve |

To!return to your compute

g
I

buseal
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Conclusiones y Recomendaciones







