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Objetivo General

* Implementar un servidor de administraciéon de redes mediante software

libre para el monitoreo y administracion de la red de datos de la Escuela
de Formacion de Soldados Vencedores del Cenepa (ESFORSE).
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Determinar un servidor Open Source de administracion de red de

datos que sea mas factible para ser aplicado en la ESFORSE.

Establecer los requerimientos de administracion y monitoreo en el

departamento de TICS de la ESFORSE.

Instalar el servidor de administracion de redes y configurar los
diferentes dispositivos de red para establecer comunicacion con el

servidor mediante el protocolo SNMP.

Realizar pruebas de funcionamiento del servidor de administracion de

redes implementado.
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Marco tedrico

¢Qué es monitoreo de red?

¢ Qué es administracion de red?
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Protocolo de Administracion de red SNMP.

SNMPVlJ

SNMPv2

SNMPv3

{ Versiones




Funcionamiento del Protocolo SNMP
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¢ Qué es un servidor web?

Q\)
/ Ordenador personal

Servidor Web
Internet \Nmenadorpersona

Ordenador personal

¢ Qué es un servidor Zabbix?

ZABBIX
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Como Funcionamiento de Zabbix

..... = | | Informacion recolectada...

DLioe1en orietele
oLIOLILL B1110011
IIIIlIII i

I =
.  — n
e [ e

-
Windows




Componentes de Zabbix

File Action
= = ||

Services (Local)

View Help

Bl v mn

>

Services

Services (Local)

Zabbix Agent

Stop the service
Restart the service

Description:
Provides system monitaring

—_—,

Name

Windows Media Player Net...

Windows Medules Installer

Windows Presentation Fou...
Windows Process Activatio..
Windows Remote Manage...

Windows Search
Windows Store Service (V
Windows Time
Windows Update

red AutoConfig
WLAN AutoCanfig
WM Performance Adapter

Waorkstation

World Wide Web Publishin...

W

AutoConfig

[inHTTP Web Proxy Auto-...

Description  Status
Shares Win...  Running
Enables inst..
Optimizes p

The Windo..  Running
Windows R...

Provides co...  Running
Provides inf.

Maintains d..
Enables the ..
WinHTTPi..  Running
The WLARNS...

Provides pe...

Creates and... Running
Provide Running

This service ...

! http://tecadmin.net I

", Extended { Standard

I -
_—
Startup Type LogQnén
Automatic (D... Metwark NMS
Automatic Local Sys SNMP Manager
Manual Local Ser
Manual Local Sys
Manual Netwaork
Automatic (D... Lacal Sys
Manual (Trig... Local Ser
Manual (Trig... Local Ser
Manual (Trig... Lecal Sys
Manual Local Ser
Manual Local Sys
Manual Local Sys
Manual Local Sys
Automatic MNetwerk
Automatic Local Sys
Manual Local Ser SMMP Agent
v
>
Router Switch
Server Windows

ZABBIX «

@ wonttoring
pasnboara
e
Hosts
e
e

Saeens

Inventory

Reports.

Configuration

A ralion

Support

Share

Global view

System information

zabbix server is running

Numper o nosts
(enabled/disabledftemplates

Number of items (enabled/disabled/not
supported)

Number of triggers (snabled/disabled
[problem/okl)

Number of users (oniine)

Problems

oo server

s locainost 10051

%

49 49s0[1/48

sda: Disk reaa/write

T B

computingforgeeks.com

0 1
Available Not available Unknown Total
0 0 o 1 [ o
Disaster High Average Warning Information  Not classified

Favourite maps

are 100 Mg {read > 20 ms Tor 15M of Wite > 20 ms Tor 1om)

SNMP Agent
%\ Modem|

SNMP Agent)

O Agente servidor
U Agente Zabbix
Q Interfaz web (Frontend

O Agente SNMP
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Interfaz web (Frontend)

Actividades ©) Navegador web Firefox v Sdeene 16:19

i
E3 proyecto: Dashboard

C O 8 10.21.227.44/zal

VANPGRSl Global view

System information
® Monitoring
I Dashboard Zabbix server is running ocalhost:10051
Problems Number of hosts (enabled/disabled)
Hosts Number of tempiates

Overview Number of items (enabled/disabled/not

supported)

Latest data

Number of triggers (enabled/disabled

S¢ S r T
Screens [problemvok])

Maps

Nummhat af neare fnanlina)

Discovery Problems

Services
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Funcionamiento de monitoreo en Zabbix
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Desarrollo

Create bootable USB drives

| Descarga del sistema operativo Ubuntu Server
v' Comprobacion de la arquitectura del servidor.
v" Descargar de archivo ISO del sistema operativo.
| Descarga de software Rufus
v' Ejecucion del programa.
v" Booteo de Ubuntu Server.
| Instalacion del servidor Zabbix en Ubuntu
v' Descarga de los repositorios.

v Monitoreo de la red de datos.
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P Implementacion de Ubuntu Server

&% Rufus 3,17.1846 (Portable) — =
. RN FOMIER  IBOc  Prowidoning Propiedades de la unidad
Dispositivo
| MO_LABEL (D:) [16 GB] ~|
Eleccidn de arranque
| Disco o imagen ISO (Elija per favor) ~ (@ [ seLeccionar |

Esquema de particién Sisterna destino

Cet Ubuntu Server oo N e -

~ Mostrar propiedades avanzadas de la unidad

Option 2: Manual server installation

Opciones de formateo
Etiqueta de volumen

LIAE o DD imagee Deasend imsical install 16 GB
. Sisterma de archivos Tamano del clister
8 Of securty cuaranbeed untd Apnil 2025 |FA = T P 5
' 32 (Por defecto ~ 192 bytes (Por defecto ~

8 Esbenced seourty mantenance wkld Apnl 2030 - . o
R ostrar opciones avanzadas de formato

@ Comrercal support b enbempeise obomars tad
Es (8]

|_ Allemgtisg iesates s ALetnaled diwimoadi r - Allenialee SohEsTel - PREPARADO
st Hha husnt, Sacua 20071 TS ralases ot o @& © = EMPEZAR | |  CERRAR

§ brncibilde o
EEndu Ui
o 1 dispositivo encontrado




Instalacion del servidor Zabbix en Ubuntu Server

2 AB B I x PRODUCTO  SOLUCIONES  SERVICIOS DE SOPORTE FORMACION PARTNERS COMUNIDAD SOBRE NOSOTROS

1 Elige tu plataforma
@y
VERSION ZABBIX DISTRIBUCION DE 50 VERSION DEL SISTEMA BASE DE DATOS SERVIDOR WEB
OPERATIVC
54 Red Hat Enterprise Linux MySQL Apache
20.04 (Focal)
50 LTS CentOs PostgreSQlL MNGINX
18.04 (Bionic)
4.0 LTS Oracle Linux
16.04 (Xenial)
6.0 pre-release Ubuntu

- root@servidorzabbix-desktop: /home/servidor-zabblx xQ >

zabbix-server.service Zabbix Server
Loaded: loaded (/Jlib/systemassystem/zabbix-server.service; enabled; vendor preset: enab!
Active: since Wed 2022-01-05 ©9:34:57 -05; 4min 3s ago
Main PID: 21965 (zabbix_server)
Tasks: 38 (limit: 6930) X
Memory: 30.9M
root@servidorzabbix-desktop: /home/servidor-zabbix#

root@servidorzabbix-desktop: /home/servidor-zabbix#®
root@servidorzabbix-desktop: /home/servidor-zabbix# sudo service zabbix-agent status
b zabbix-agent.service Zabbix Agent

Loaded: loaded (/L blsystemdl/cuctar /7abbix-agent.service; enabled; vendor preset

Active: ! since Wed 2022-61-05 09:34:57 -065; Smin ago

Main PID: 21952 (zabbix_agentd)
Tasks: 6 (limit: 6936)
Memory: 4.8M
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ApREEe Hosts monitorizados en Zabbix

< —> _ O B 10.21.227.44/zabbix/zabbix.phpraction=host.view&Filter_name==&Ffilter_groupi ¥
SEWEIILY | 1ML LS e | WWeann g [ [I¥ [T
[ information [ ] Awerage [] Disaster

rame a Interface Availability Tags Problems Status Latest data

AP-TICS 172.16.2.36: 161 ZBX In [IPMI Enabled Latest data

omunicaciones 172.16.2.81: 161 ZBX In [IPMI Enabled Latest data
Dor-Mujeres 1 172.16.2.32: 161 ZBx I [IPMI Enabled Latest data
Dor 1SubOficiales 172.16.2.82: 161 ZBEX EIgINEE Jna | 1P Enabled Latest data
Corinstructores-1 172.16.2.100: 161 ZBX I [IPMI Enabled Latest data
DorCficiales-A1 172.16.2.28: 161 ZBX I [IPMI Enabled Latest data

Ghal I | TP M Enabled Latest data

DorOficiales-B1 172.16.2.27: 161

DorOficiales-C1 172.16.2.29: 161 I | TP AL Enabled Latest data

Enabled

IPhAI Latest data

Dorvoluntariosl 172.16.2.107: 161

Central 172.16.2.30: 161 1P M Enabled Latest data

asolinera-Transporte 172.16.2.96: 161 IPMI Enabled Latest data

172.16.2.31: 161 IPMI Enabled Latest data

1P M Enabled Latest data

Instructores-B1 172.16.2.100: 161

Latest data

Enabled

1P M

172.16.2.34: 161 ZBX

SMNMFP [

Sala-de-Operaciones 172.16.2.35: 161 ZBX Inx [IPMI Enabled Latest data
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Verificacion de graficas
o proyecto: Host screens .. ‘ £

O B8 10.21.227.94/zabbix/host_screen.php?hostid=10501

Asistentente-AMD-Estudiantil-2: CPU usage

last meEn avg M X
l CPU pnivileged time 2.72648 % 2.7263 % 9.3504 % 20.2532
B CPU user time 16.7476 % 18.30S1 % 38.129S

favgl
[avg])

S.0683 %

Asistentente-AMD-Estudiantil-2: Memory utilization

last
B Memory utilization

min avg max
fawvg]l 71.131 % 71.131 %% 73.8641 % 76.8329 %
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| Ed proyecto: Host screens [ = &> Telegram Web = -+ — e
— - o 2 B 10.21.227.44/zabbix/host_screen.php?hostid=10534 80% T =
by stem performance on PC-Proyvectos-Construcciones [ system performance ~ | E

< Foom out

PC-Proyectos-Construcciones: CPU usage

S PC-Proyectos-Construcciones: CPU gueue length

"

S0 %

- e - S - S -

PR ——— a—E—————————

N
bl T

G 2 5 2 a 2 = 2 5 S ol =
= = 8 = 2 2 g = 3 = = j§ 9 3 S i 3 3
= i ] e = = =t - = — = = =
e:.. ch =
(=) (=2 g
last min avg max =
B CPU privileged time [awg] 1.1603 %6 1.1603 2% 5.4016 % B.AB6 % last min  awg max
B CPU user time [awg] 4.6413 %%  1.5385 9% 5.007 %  7.7086 % B CPU queue length  [all] o o o o
PC-Proyectos-Construcciones: Memory utilization PC-Proyectos-Construcciones: Swap usage
S ) ) 5.5 GB
5.0 GB
£ T t : : ! : : i 4.5 G8 < : : :
=~ = ] o1 ] o8 o 3 o o o =i - = — = — a — =
5 = = =t 3 = o = A = = 5 = = - = = b = =
= = = = = = z = = = =
f] (= =
= - last i avg ma s
. as
last mim avg mia X . F
. ree swWap space [awgl 4.69 GEB 4.68 GE 4.68 GB 4,69 GE
B Memory utilization [awgl 86. 7074 % 85.2738 % 86.8963 % 88.8209 % B Total swap space [aval 535 GRE 535 GE 5 25 GE 5 35 GE
PC-Proyectos-Construcciones: C:: Disk space usage PC-Proyectos-Construccioneas: E:: Disk space usage
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proyecto: Host screens | X l © Telegram Web X + - 8 X
« > C O 8 10.21.227.44/zabbix/host_screen.php?hostid=10516 80% ¥ =
Contadora: 0 C:: Disk read/write rates Contadora: 1 D:: Disk read/write rates

02-08 1156

r
-
w
-
-
3
~
o

last min aa‘ last min
B OC: Disk read rate  [avg) 09852 s 0114915 0.4348 /s BM10:Diskmadrate [avg) Ors Orfs
WMOC: Diskwriterate [avg] 34.5437w/s 40891 wis 13.5409w/s W10:Diskwiterate [avg]) Ow/s Ows

Contadora: 0 C:: Disk utilization and queue Contadora: 1 D:: Disk utilization and queue

o

0204 1151
0204 1156
02.04 1151

' min av& max last min
:: Disk average queve size (avgqu-sz)  [avg] X 0 03 0.1 average queve size (avgqu-sz)  [avg] 0 0
3 utilization by idle time [avg] 02484 % 06359% 11349% - utilization by idle time favgl 0008553 % 0.00365%
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Configuracion de SNMP en las AP de la red de la ESFORSE
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Cappftule 100 Graficas del monitoreo

s —» ) ) & 10.21.227.44/rabbix/host_screen.php?hostid=10485
Gasolinera-Transporte: Interface brd: Network traffic
30 Kbhps . . . 1.5
20 Kbhps 1.0
10 Kbhps o5
0 bps = - - i Y ? . .o

o — = — _—= =l = L] =4 - -

oo 5 o = o = E = o o

o =] = = = o

1 .

— —

=] =}

last i M avg
M Interface brd: Bits received [awg] 26_.36 Kbps 17.98 Kbhps 22.17 Kbps
I Interface brd: Bits sent [awgl 536 bps 528 bps 532 bps
M Interface bro: Outbound packets with errors [awg] o o o]
M Interface brd: Inbound Eackets with errors [2wg] (8] [n] o

= = 9O 2 & 10.21.227.44/zabbix/host_screen.php?hostid=10485

Gasolinera-Transporte: Interface eth0: NMetwork traffic

Obps -+

last i wig
Bits receiwved 625.42 Kbps 6525.42 Kbps 625.42 Kbps

: Bits sent 238.45 Kbps 28.45 Kbps 38.45 Kbps
B Interface ethd: Outbound packets with errors ] o o
z 0

M Interface ethd
B interface ethd

Interface ethd: Inbound packets with errors (o] o]




Conclusiones y Recomendaciones







