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Application of "Design Thinking" in the
development of Virtual platforms with gamified
clements

Diana Zurita-Gaibor
Software Engineering
Armed Forces University ESPE
Latacunga, Ecuador
dkzurita@espe.edu.ec

Abstract— This article presents the development of a virtual
platform with the Design Thinking methodology and gamified
elements, to strengthen the teaching-learning process in the
teachers of the Gonzalez Suarez Educational Unit. This research
arises from the need of a virtual platform with gamified
elements that are free, easy to use, interactive and motivational.
In this study user stories with the agile POV format, test cases
to verify the functionality and abuse cases for robustness and to
prevent the vulnerability of the virtual platform are used, as well
as a b-Learning approach for testing in the classroom.
Obtaining in the end as significant results a high and
satisfactory assessment of the use of the virtual platform.

Keywords— Design Thinking, gamification, virtual platform,
COVID.

. INTRODUCTION

The COVID-19 pandemic forced a profound change in
several areas of society, including financial, labor, and
especially at the educational level. This has led to the need for
the use of educational platforms and tools that support the
teaching-learning process and the use of virtuality [1].

Because of this, educational institutions have been forced
to use and manage technological resources that help tele-
education [2]. This research focuses on the analysis and use of
the development methodology "Design Thinking” which
facilitates the implementation of gamified elements. This
methodology is relevant because it allows greater interaction
with the user, and provides better opportunities to obtain
adequate feedback. It should be noted that there are proven
development methodologies such as Kanban, Xtreme or XP,
as well as some experimental methodologies such as the one
proposed by Lopez and Montaluisa for software development
in the "Software Factory™" [3]. However, there is a need to
implement new methodologies that change the paradigms and
allow users to be much more involved in the virtual
educational process [4]. As an alternative solution, it is
proposed to analyze the "Design Thinking" methodology,
establishing its advantages and disadvantages at the time of its
application. It is important to point out that one of the
characteristics used are the user stories coming from agile
methodologies such as SCRUM, XP, among others [5]. In
addition to this, it is important to take into consideration the
security of online applications (virtual platform) through the
generation of abuse cases [6].

Franziska Dobrigkeit [7] proposes in her research that the
Design Thinking (DT) methodology is a key factor if used
appropriately within the software creation process. This
coincides with what is stated by Hayes Elisabeth [8], who
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points out that this methodology allows abstracting the
physical world to a software architecture. On the other hand,
it is necessary and important to emphasize that several studies
show that gamification elements produce positive results
when properly applied resulting in a more effective teaching-
learning process (TLP) [9],[10]. This is beneficial for both
students and teachers [11].

Taking this preliminary analysis as a reference, the present
research focuses on the analysis and application of the
"Design Thinking" methodology within the educational
environment of the Gonzalez Suéarez Educational Unit
(GSEU) (basic education) and its interaction with
gamification elements, all this through the use of a virtual
platform. In addition to this, it is important to emphasize the
need of using a software functional testing model [12] that
allows establishing in a methodical and formal way the
improvement of the quality of the final applications, through
the use of an adequate testing process [12]. Another relevant
aspect to highlight is the need to apply abuse cases to ensure
the robustness and prevent the vulnerability of the virtual
platform [13] thus improving its security and usability [14].

The article has been organized as follows: Section 2
expands the state of the art on which this research is based,
Section 3 presents the analysis and application of the
methodology, as well as its interaction with the other elements
proposed in the frame of reference; Section 4 determines an
evaluation of the results previously obtained; and finally,
Section 5 proposes the discussion and conclusion concerning
the results obtained.

r::f.'g | SE6 o X .
) - - xn o
ﬁ e E5 iy ;Q. —3 - - T —3 — ’?‘,"‘
— < ) >
o® £
-l DESIGN . /
SCHOOL THINKING Clbruhal —rmi END USER
“GONZALEZ MODEL SATISFACTION
SUAREZ" EMPATHIZE GAMETOOLS
st cass
DEFINE ABUSE CASES
Upig )
IDEAT (SO .
=@
o (e
PROTOTYPI: TEACHING- m
* = LEARNING -
PROCESS SOFTWARE
I . SECURITY
VIRTUAL EJ
PLATFORM B-LEARNING TLS PROTOCOL
= TReTot

Figure 1. Reference framework for the research.

According to the proposed diagram, the first step for the
creation of this virtual platform is its conceptualization and
subsequent prototyping following the steps proposed within
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the Design Thinking methodology. Kaur [15] defines Design
Thinking as a methodology that consists of thinking and
empathizing with the user before doing. Initially, it was
created with the intention of generating physical products,
however, service and complex software systems are the ones
that benefit the most from it [16]. DT groups a set of practices
with an empathetic, creative and rational approach to satisfy
user needs [17]. Through this approach, three essential areas
of software are improved: feasibility, desirability and
specification [18]. Although there are several strategies and
defined steps for Design Thinking, they all follow a similar
structure [19], so this research project focuses on the stages
that are most commonly used by different development teams,
these are:

e Empathize: Understand the user's needs through tools
that help to glimpse their environment and needs.

o Define: Establish the user's needs in terms that help to
understand it as a problem to be solved.

o Ideate: Propose a solution to the problem.
e Prototype: Make an example of the proposed solution.

e Testing: Obtain feedback and iterate in the process to
improve the perception of what the user wants with
each iteration.

The next element of the proposed diagram in Fig.1 is the
application of gamified elements within the platform.
Gamified elements can be used in various contexts, especially
in the educational environment. According to Moreira [20],
the implementation of these elements greatly reduces school
dropout, lack of motivation, and reluctance in the teaching-
learning process.

The inclusion of gamified elements within the virtual
platform is caused due to the other benefits it offers within the
teaching-learning process, some of these benefits are [21]:
better retention of information in the long term, greater student
participation, greater student proactivity within the
educational environment, among other beneficial effects for
students and teachers.

There are methodologies for the improvement of TLP, an
example of this is the flipped classroom that allows better
interaction between teachers and students, but more relevantly
guarantees interactivity, development of motivation, and
contributes to a transformation of traditional teaching [22].
These same benefits are provided by gamification; however,
the latter is much more versatile for working with
schoolchildren [23].

Another important element within the analysis of the
platform is B-learning (Blended Learning), which is defined
according to Maryam Tayebinik as a mix between traditional
(face-to-face) education and virtual education [24]. Among
some of the benefits of B-learning are: increased student
participation, improved student-teacher communication,
personalization of education, among others [25].

In addition, it should be noted that an approach to
education based on b-learning needs the following elements:
1) instructional design to develop the TLP, 2) the type of
content and 3) the objectives to be achieved [26]. In order to
establish which of the two most used models for instructional
design (ADDIE and SAM) is the best, 5 analysis criteria are

determined [27] with their respective results shown in Table
1.

TABLE I. ANALYSIS OF INSTRUCTIONAL MODELS
Criteria ADDIE SAM
Speed Slow Fast
Process Linear Process Cyclic Approach
Defect Detection Late Early

Little Customer

Contact Customer Feedback

Collaboration

Profitability Not so much (Little) It is more (Much)

SAM outperforms ADDIE in all the criteria presented in
Table 1, since ADDIE has a slow development speed, has a
linear process similar to waterfall, errors can only be detected
in late stages, there is very little contact with the customer and
it is not very profitable. On the contrary, SAM has a fast
development speed, uses a cyclic approach, errors can be
detected from the beginning, has customer feedback and is
more cost-effective, making it the most appropriate model for
the present project.

As shown in Figure 1, after the first 4 steps of Design Thinking
(empathize, define, ideate and prototype) and the application
of gamified elements, it is necessary to perform usability tests
to validate user satisfaction. Among the most common
usability tests are [28], [29]: use cases, content validation and
user experience tests.

Additionally, abuse case tests will be performed to ensure
the security and robustness of the software, these tests are
defined by Santana Katherine [30] as "a way or a tool that
allows getting into the mind of the aggressor agent”, through
these tests it is possible to analyze and reinforce possible
vulnerabilities that exist within the code and lead to cyber-
attacks.

Based on this background, this article proposes the
application of different methodological and gamification
elements with the objective of carrying out an analysis to
evaluate their advantages and disadvantages in an educational
environment.

I1l. ANALYSIS AND APPLICATION OF THE METHODOLOGY

The present research is descriptive, correlational and
experimental [31]. Descriptive because it allows us to analyze
and identify the current state of the use of gamification in the
teaching-learning process (TLP). Correlational because
having more than one research variable demonstrates the
association between them. And Experimental since there is
manipulation of variables by the researcher. All this will
contribute to the improvement of the teaching-learning
process, through the development of virtual platforms with
gamified elements for basic education of the GSEU
developed with the Design Thinking methodology.

This project requires the use of gamified elements (games
- ludic interest) which should consider a structure that has the
following six components [32]: 1) theme, 2) objective, 3)
role, 4) rules, 5) rewards and 6) evaluation. It should be noted
that these components are the fundamental basis for the use
of gamified elements, which are inserted in the virtual



platform of the GSEU and supported by the Design Thinking
methodology.

Taking this preliminary analysis as a reference, this
research focuses on GSEU teachers, since they are direct
users of this study. They themselves identify the needs and
requirements necessary for the development of the virtual
platform with gamified elements since they are closely linked
to the teaching-learning process. On the other hand, the
authorities and students of basic education of the GSEU are
taken into consideration as indirect users.

Design Thinking methodology, used in this research
project consists of the following phases [33]: Empathize,
Define, Ideate, Prototype and Test. Their respective
application within the present research project is described
below:

A. Empathize

A first approach is carried out to identify the users, their
preferences and needs in order to understand their
environment. It should be noted that this phase meets the
proposed objectives of the "people development” and
"learner analysis" phases of the SAM model [34]. For which
the following instruments are used: 1) Interviews, 2) Surveys
that allow to know the environment in which the user
interacts with other users (technical and social). 3) Cognitive
immersion in order to place the development team of the
virtual platform for the GSEU in the user's place, placing
them within their work environment.

B. Define

The information gathered in phase A (empathize) is
filtered and the most relevant for the project is selected. For
which a discussion is carried out where the facts that cause
the problem to be solved are expressed, using the Ishikawa
Diagram, in order to correctly determine the problem.

In conjunction with this, user stories are created using the
Agile PoV format [35], in order to define the system
requirements.

C. ldeate

This phase focuses on the creativity of the development
team, proposing various solutions to solve the problem. For
this purpose, a brainstorming and a subsequent selection
process are used, considering technical (hardware - software),
educational (curriculum), gamification (games) and teacher's
needs (technological support) criteria.

D. Prototype

Phase that allows to establish a preview of the solution of
a problem, through the creation of a prototype, which is
closely linked to the progress of the team. It should be noted
that this serves the same purpose as the "rapid prototyping"
phase of the SAM model [34]. In its first versions it is
characterized by being rough and basic in order to gather
user's feedback [35]. Prototyping is closely linked to the
generation and application of tests. Requiring continuous
revisions to polish the final product.

Using the Moodle platform as a base, through the
generation of a template model based on the criteria
(technical, educational, gamification, and teacher's needs)
previously established in phase C (Ideate), a minimum viable
product (MVP) that allows solving the problem presented is
generated.

E. Test

The last phase of the methodology proposed in this
research, it fulfills the same objective of the "testing" process
of the SAM model [34]. In this stage the achievements
obtained through the iterative review of the MVP by the
direct users (GSEU teachers) are evidenced. The users
validate the usefulness of the gamified elements, which are
implemented within the virtual platform. Based on the
following evaluation criteria: usability, level of acceptance
and applicability to the teaching-learning process.
Additionally, test and abuse cases were carried out to check
the robustness and avoid the vulnerability of the virtual
platform in order to optimize its security and usability.

IV. EVALUATION OF RESULTS

In this section the results obtained in each of the phases of
the methodology applied in this research, called "Design
Thinking", are detailed. The tests are carried out iteratively
with the participation of the user (teacher) and experts in the
area of systems, pedagogy and education, evidencing their
satisfaction at the moment of using the virtual platform.
Obtaining valuable information that is stored in the files of the
GSEU vice-rectorate, which will be used in future
improvements to the developed architecture. Increasing the
possibility of improving the efficiency and quality of
subsequent versions of the virtual platform with gamified
elements for basic education at GSEU. A detailed description
of these results is presented below:

A. Result of the Empathize phase

In this phase, research instruments such as interviews and
surveys are applied to direct users (teachers) and indirect users
(authorities and students), additionally a cognitive immersion
is performed by the developer of this research work, with the
objective of obtaining a global understanding of the direct
user's environment. The results obtained from the application
of these instruments are detailed below.

1) Interview: Teachers expressed the problems they faced
during the COVID-19 pandemic, mentioning that they were
forced to understand the use and application of technological
tools and instruments for the so-called “virtual classes”, or
better known as tele-education, for which they used tools
such as Google Meet and Google Classroom, which are free
access platforms. In addition, the authorities stated that since
they did not have their own technological infrastructure, they
adopted these tools and instruments. However, a weak level
of knowledge in the use of these tools was highlighted, due
to the use of the traditional educational model approach (face-
to-face education), resulting in demotivation and low student
attention due to the monotony and lack of interactivity of the
virtual classes.

2) Survey: Students express their dissatisfaction
regarding tele-education, stating that their parents preferred
to postpone their educational process for at least one year, due
to the low academic level and their inability to use virtual
platforms.

Consequently, from the results expressed in the interviews
and surveys, GSEU decided to take measures to mitigate the
problems presented providing training courses. Unfortunately,
the expectations and needs of the virtual teaching-learning
process were not met due to the lack of familiarity with the



use of technological tools that facilitate the dynamics of the
educational system within virtual platforms, as is the case of
gamification, so the teachers were forced to follow their
academic planning in a physical way causing high levels of
stress and anxiety in them.

3) Cognitive immersion: The developer conducts an
experimental test, with the intervention of teachers and
students, selectively identifying the gamified elements that
meet the needs of the educational system and that will later
be considered for use within the virtual platform.

B. Result of the Define phase

In this phase, an Ishikawa diagram is used, where four
causes are determined as shown in figure 2, numbers 1,2,3,4
and four effects as shown in numbers 5,6,7,8. In relation to the
study problem previously presented in phase A (Empathize),
the following problem is exposed: "Underutilization of
educational platforms and gamified technological tools by
Basic Education teachers within the GSEU ".

CAUSES

y teachers at
Educational Unit.

=
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Figure 2. Ishikawa diagram.

Additionally, it is necessary to complement the
development of the virtual platform through the generation of
user stories, using the Agile PoV (Point of View) method. The
most relevant ones are presented below.

1) Asa [Teacher] ("who"), | would like to [know how to
use gamified technological elements] (“what™), to [improve
the teaching-learning process] (“why").

2) As an [GSEU Authority] ("who"), | would like to
[have my own infrastructure] ("what"), to achieve [solving
the underutilization of virtual platforms ] ("why").

3) As a [Student] ("who"), | would like to [have an
interactive and dynamic process] (“what"), to achieve [better
learning and higher level of knowledge] (“why").

C. Result of the Ideate phase

During this phase, ten ideas are proposed through
Brainstorming, considering criteria from the technical (GSEU
infrastructure), educational (pedagogical needs), gamification
(game tools) point of view and the needs of teachers. These
were filtered through voting and prioritization of needs by the
development team together with the direct users (teachers),
reducing them to five ideas. Subsequently, these ideas,
depending on the requirements of the users, the technological
architecture, the needs of the teaching-learning process and
the considerations regarding the virtual platform (friendly,
interdynamic and bidirectional), are summarized in one.

Therefore, the proposed solution to be developed is to
adapt the Moodle virtual platform with gamified technological

elements that, according to the teacher's criteria, are free, easy
to use, interactive and motivational.

D. Result of the Prototyping phase

For the prototype, the Moodle virtual platform is used as a
base, since this is a gamified learning platform that has an
efficient design, is compatible with mobile devices, has a large
number of tools that can be customized and modified
according to the user's needs [36].

In order to test the application of the Design Thinking
methodology to create virtual platforms, an MVP (minimum
viable product) is developed, designing a template with
resources previously identified in phase C (Ideate), related to
the planning of the subjects of Language and Literature,
Mathematics, and Natural Sciences, including links that lead
to gamified technological elements (free online games), which
are in correspondence with the topics of each subject, as
shown in Figure 3.
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Figure 3. Screenshot of the virtual platform for the second year of basic
education.

E. Result of the Test phase

In this phase, the virtual platform is validated by direct
users and experts (in the area of systems, pedagogy and
education). In addition, it is important to clarify that teachers
use the b-learning approach (blended learning) that combines
face-to-face learning and online activities, for which they use
the resources available on the virtual platform during the face-
to-face classes, and then evaluate and collect evidence of the
process as shown in Figure 4.

Figure 4. Resources of the virtual platform apped in the classroom of the
second year of basic education.




Simultaneously with the testing of direct users and experts.
The development team performs functionality tests of the
virtual platform, using the functional testing model proposed
by Escobar [12], which consists of the following four phases:
1) Specification, 2) Planning, 3) Execution and 4) Evaluation
of results (see Figure 5). This model is applied through an
iterative evaluation. In addition, it should be noted that the use
of abuse cases is added to phase 1 (Specification) in the "Risk
Analysis" process. The following is a description of each of
these phases:

1) Specification: The functional, access security and
service continuity problems of the virtual platform are
analyzed using test cases and abuse cases to determine the
failures found. If the direct users (teachers) are satisfied, the
next phase "Planning" is continued, otherwise the problems
are reconsidered.

2) Planning: The time and order in which the corrections
of the errors found in the virtual platform are carried out is
projected, establishing cycles (in this case 5), likewise the
analysis of these errors is carried out according to their
functionality, applying test cases and adding abuse cases to
model security requirements.

3) Execution: Error corrections are made according to
what was projected in phase 2 (Planning). Correlating the
versioning of the virtual platform according to the
corresponding cycle.

4) Evaluation and results: The number of bugs corrected
and the optimization obtained by running the tests is indicated,
generating a conclusive report. To verify that the virtual
platform meets the criteria indicated by the direct users. The
information obtained is also stored in the archives of the
GSEU vice-rectorate (historical), in order to use them for
continuous improvement.
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Figure 5. Model proposed by Escobar for Functional Software Testing.

Five usability tests are applied to direct users, and the
functionality of the virtual platform is evaluated, recording the
incidents presented, which are classified according to their
criticality (High, Medium, Low), as shown in Figure 6.
Throughout each of the tests performed, it can be seen that the
level of incidents is reduced exponentially as they are
executed. It can be concluded that several errors associated
with the functionality of the virtual platform were eliminated,
with the last test achieving a low level of incidents associated
with the design of the interface.
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Test  Abuse Test Abuse Test Abuse Test  Abuse Test = Abuse
Case Case Case Case Case Case Case Case Case Case

Test1 Test 2 Test 3 Test 4 Test5
H High 7 3 6 2 4 1 0 0 0 0
Medium 5 2 4 2 2 1 1 0 0 0
Low 6 1 5 1 4 1 2 1 1 0

Figure 6. Criticality of the incidents of the virtual platform with
gamified elements.

On the other hand, the usability assessment is carried out
through a qualitative-quantitative survey, applied iteratively in
a study group of 18 teachers from second to seventh year of
basic education belonging to the GSEU, for a period of 5
weeks in which user satisfaction is measured in relation to the
use of the virtual platform and identification of possible
improvements to be implemented. The platform is evaluated
through a numerical scale from 1 to 10, obtaining during the 5
usability evaluations an average satisfaction level of 5, 5.8,
6.2, 7.5 and 8.8, respectively. The results obtained in the last
evaluation are shown in Table 2.

TABLE II. EVALUATION TABLE OF THE QUALITATIVE-
QUANTITATIVE USER SURVEY
Rating

- _— ] 2 g9
Evaluation Criteria S -8l £S o
g | 28| 28| 8
=] =] O O (%]

< <| xO

Questions associated to the virtual platform

Motivates learning 16 0 2 8

Facilitates the retention of information
and reinforce content.
Facilitates self-learning and

15 0 3 8

individualizes learning 15 0 3 8
Offers a better presentation of the 15 0 3 8
contents

The knowledge presented is novel 16 0 2 9
Templates have implemented new and 16 0 2 9

innovative activities
Questions associated to the implementation of Gamified elements

The gamified elements are in line with
the development and structuring of the 16 0 2 9
contents of the course.

The gamified elements clarify the
contents of the subject for a better 16 0 2 10
understanding.

Gamified elements link the new
information or problem with the 15 0 3 10
previously acquired knowledge.
Gamified elements use familiar ideas
and information to understand 16 0 2 9
something new




Average 15,6 0 2,4 8,8
Percentage (%) 86,67 0 13,33 | 88

As shown in Table 2, 86.67% of teachers consider that the
virtual platform with gamified elements is adequate, while
13.33% say that it requires changes. A rating of 88% out of
100% was obtained.

The expert validation was carried out using the same
criteria applied in the user survey, taking into consideration
the level of knowledge and expertise in the area of systems,
pedagogy and education in a group of 18 individuals. An
average score of 8.6 was obtained, as shown in Table 3.

TABLE IlI. EVALUATION TABLE OF THE QUALI-
QUANTITATIVE SURVEY TO EXPERTS

Rating

. . . jo f} 17}
Evaluation Criteria o T £8 o
=} B3| 52 5
o | 3¢ Q
> Z o o © Q
o o O o n

< | xo

Questions associated to the virtual platform

Motivates learning 15 0 3 8

Facilitates the retention of information

and reinforce content. 16 0 2 8
!:ac_lll_tates_ self_—learnlng and 17 0 1 8
individualizes learning

Offers a better presentation of the 17 0 1 8
contents

The knowledge presented is novel 16 0 2 9
Templates have implemented new and 16 0 2 9

innovative activities

Questions associated to the implementation of Gamified elements

The gamified elements are in line with
the development and structuring of the 16 0 2 9
contents of the course.

The gamified elements clarify the

contents of the subject for a better 16 0 2 9
understanding.

Gamified  elements  link  new

information or problems with the 16 0 2 9

previously acquired knowledge.
Gamified elements use familiar ideas

and information to understand 15 0 3 9

something new

Average 16 0 2 8,6
Percentage (%) 88,89 0 11,11 86

As shown in Table 3, 88.89% of experts consider that
the virtual platform with gamified elements is adequate, while
11.11% indicate that it requires changes. A rating of 86% out
of 100% is obtained.

As shown in Figure 6, after the application of abuse cases
during the 5 tests, obtaining 3 high incidents, 2 medium and 1
low, respectively. Two problems related to the security of the
virtual platform were concluded, and their solutions were
detailed:

1) Theft of users and passwords: To solve this problem,
the following options provided by Moodle are configured:

a) Protection for usernames: Setting this option allows
the following message to be presented when the teacher resets
their password and enters their username or email: "If you
have supplied a correct username or email, an email should
have been sent to you". This prevents an attacker from using
the interface to determine which usernames and e-mails are
in use on valid accounts [33].

b) Password policies: After having reviewed the
configuration, it was verified that it is enabled by default,
which is available as of version 2.0. Forcing the user to
establish a stronger password with a minimum length of 8
characters that includes: uppercase letters, lowercase letters,
numbers and  non-alphanumeric  characters  [37].
Additionally, passwords are stored with MD5 encryption
(128-bit cryptographic reduction algorithm), and since it is a
HASH algorithm, it can’t be reversed [37].

2) Denial of service of the platform: To find alternatives
to mitigate this problem, Moodle is uploaded to the hosting
"Byethost™ using a free trial, and a DDoS attack (Denial of
Service Attack) is performed, using the tool "LOIC" to send
a large number of UDP, TCP and HTTPS requests, testing the
hosting where the virtual platform is hosted to see to what
extent it can withstand this type of attacks. After verifying
that this hosting is not capable of withstanding this type of
attacks, an investigation is carried out to find a hosting that
provides protection against DDoS attacks. The result was
"Vis hosting", a paid hosting that provides DDoS protection
within its contract; another alternative is to divert the traffic
of the virtual platform using a paid external filtering service
such as "CloudFlare" and activate the TLS 1.3 (Transport
Layer Security) certificate since it is robust and allows the
mitigation of vulnerabilities as mentioned by Escobar in his
prototype of TLS Certificate Implementation [38]. On the
other hand, Moodle recommends placing the "moodledata™
folder (location of the installation data) in a different folder
from where the public data is located [38].

V. DISCUSSION AND CONCLUSION

COVID-19 forced the reformulation of the teaching-
learning process, causing the change from the traditional
pedagogical model to tele-education, prompting teachers to
adapt to the new educational system where they are forced to
use and apply technological tools. However, the abrupt change
caused a substantial decrease in the quality of the teaching-
learning process (TLP), evidencing the weak level of
knowledge on the part of teachers about the use and
management of virtual platforms and their resources. Within
this framework, gamification emerges as an alternative to the
traditional educational model, facilitating the dynamics of the
educational system within virtual platforms.

In this research, the Moodle platform is adapted with
gamified technological elements, based on the criteria
(technical, educational and gamification) and the needs of 18
teachers (from second to seventh year of basic education)
under the methodological framework Design Thinking,
solving the underutilization of educational platforms by them.
For this purpose, a virtual platform is developed using
Moodle, where a template is generated in which the
information corresponding to each grade, subject, and their
respective resources with gamified technological elements
(free online games) is included, as well as a survey for their



evaluation. For the evaluation of the virtual platform, test and
abuse cases are used, simultaneously a b-learning approach is
used for the classroom tests, with this, evidences and feedback
are collected from teachers, thus obtaining the assessments of
direct users (teachers) and experts, through a qualitative-
quantitative satisfaction survey, 86.67% of teachers and
88.89% of experts consider that the virtual platform with
gamified elements is adequate and supports the teaching-
learning process, while 13.33% of teachers and 11.11% of
experts refer that it requires changes in relation to information
security. For which, the solution was the configuration of
protection for user names and password policies together with
the selection of the hosting service "Vis hosting", the filtering
service "CloudFlare", the activation of the TLS certificate and
the file protection of the server hosted in "Vis Hosting" [38].
These measures reinforce the security of the virtual platform,
however, they can present flaws and be breached, as
mentioned by Sanchez and Parra [39].

In relation to the present work, there are investigative
references such as the one conducted by Arias, Jadan and
GoOmez (2019) [40], who use Design Thinking and Game
Thinking, and introduce the use of disruptive technologies
(technologies to replace a process) in the classroom through
playful strategies and the philosophy of design thinking for its
didactic application, obtaining innovative results. The
aforementioned author uses the b-learning technique through
a Moodle platform, in correspondence with the planning of
their respective activities. The present research shares some
points in common such as: the use of the virtual platform
(Moodle), the educational level with which it works (basic
education) and the use of the Design Thinking methodology,
having as coinciding results innovation, interactivity and
therefore an improvement in the TLP.

Although the results were mostly positive it is necessary
to mention some limitations that were presented in the present
research work, one of them is that the Design Thinking
methodology tends to simplify the problems a lot, opting for
creative solutions often idealizes a fast and fluid process,
which is unrealistic, consequently, problems often occur
during the workflow. A feasible solution is to take the best-
case scenario as a baseline and then progressively continue
with a less ideal scenario [41]. On the other hand, teachers felt
insecure about using an unfamiliar virtual platform after their
previous experience with other platforms during confinement,
but upon understanding that it is an interactive and easy-to-use
platform, they agreed that it was not as difficult as they had
imagined. Another limitation was that when using external
resources (free online games), their availability is variable.

The last limitation to highlight is the long duration of the
sustainability of the project, since, being user-centered, it is
necessary to dedicate considerable time to the research
process, schematization, evaluation and testing with real
users, actions that must be repeated in order to reevaluate the
alternatives and start the process again. This implies the use of
a certain amount of time and resources to obtain a satisfactory
product; however, although the development team is capable
of giving its time, not all users have the same possibilities.

Based on the results obtained and in correspondence with
the research objectives, it is concluded that gamification and
the Design Thinking methodology contribute significantly to

the development of the TLP within a virtual educational
system; It was visualized that GSEU teachers had weaknesses
in the use and management of platforms and the use of
gamified elements for which the need to insert the "game" as
a didactic and innovative strategy within this process with the
creation of an MVP was identified; yielding as important
results a high level of satisfaction of both users and experts
with the implementation of the Design Thinking methodology
in the development of virtual platforms supported with
gamified elements.

Based on the above, we plan to improve the internal
architecture of the project to turn it into a "scalable
architecture” and replicate it in other educational units with
similar characteristics, as well as its implementation in the
General Unified High School.
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