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Expert system with facial recognition implemented in
human-machine conversation services for the automation
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Abstract. In Ecuador, the disappearance of people is a problem experienced by
thousands of families. However, the advancement of technologies promotes the
progress of public and private organizations working in this type of case. There-
fore, the need for technological tools to identify missing people was analyzed by
developing a software system with facial recognition in the chatbot; these ser-
vices improve the identification of people reported as missing. Also, it was pro-
posed to examine and retrieve information about missing people from official
sources to capture, filter, organize and select data, which highlight the face in an
image format that can be compared by facial recognition with pictures of suspi-
cious people that are sent to the chat, to generate reports of missing individuals
who are identified subsequently. The results obtained by evaluating the system
while using the metrics of accessibility, efficiency and speed helped to validate
the design; and, at the same time, the facial recognition module allowed the test-
ing of three models: Single Shot Multibox Detector (SSD model), Tiny Face De-
tector (TFD model), and Multi-Task Cascade Convolutional Neural Networks
(MTCNN model). This, so that it was evidenced that MissingApp optimizes the
time for the identification of people reported as missing.

Keywords: missing, multi-platform, facial recognition, detection, chatbot.

1 Introduction

The chronology of the problem of people identified as missing around the world is
immense. It is a perceptible frequent occurrence in society; disappearance is not linked
to time or location, nor does it happen only in times of war [1]. In Ecuador, the disap-
pearance of people affects indigenous families, Afro-Ecuadorians, and the mestizo so-
ciety. This is reflected in the difficulty to access justice and the total effectiveness of
the pronouncements of the competent authorities [2].

The Ministry of Government and the Attorney General's Office of Ecuador, on their
websites, state that there were 57397 reports of disappearances from 1947 to 2019.
Among these disappearances, 1392 are still under investigation [3]. These data raise
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doubts about the reliability of these figures. Therefore, to improve the process of iden-
tifying people reported missing, it is necessary for this social phenomenon to affect the
whole country [4]. In January of 2021, National Direction of Crimes against Life, Vio-
lent Deaths, Disappearances, Extortion and Kidnappings (DINASED) counted 256
cases of missing people in Ecuador; of these, more than 200 have been found. This is a
trend that has been maintained since 2018; ever since, 15 522 people have disappeared
in Ecuador, however, 95 % of them were found.

Figure 1 indicates the registered cases of people reported missing during 2022, show-
ing a total of 3124, where 2743 have been found and 282 are still missing. In addition,
it can be seen that the number of reports increases each month. According to
DINASED, one of the reasons that help to locate missing people is that most of them
disappear voluntarily [5].

Table 1. Missing people statistics for the year 2022

Month/state Missing Found Dead Total

January 32 591 16 639
February 46 557 27 630
March 58 596 19 673
April 67 537 20 624
May 79 462 17 558
Total 282 2743 99 3124
700
600
500
£ 400
=3 e \ising
4]
= 300 Found
200 Dead
100
0
January February March April May

Months 2022

Fig. 1. Missing people statistics for year 2022

The advancement of technologies promotes the progress of organizations in all aspects.
This progress has been related to the use of today's most valuable asset, also referred to
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as "the oil of the 21st century”, which is data. Personal data is within the category of
information that is generated, processed and stored in entities, and there are also refer-
ences to a sensitive nature caused by missing people investigations [6].

According to Wolfe [7], the disappearance of people is a social category problem
that should be a priority for the State, which was used to focus only on cases of people
who had visibly disappeared from official view. In addition, the use of technology has
boosted the development of projects such as [8] and [9], that implement technological
solutions for the tracking and identification of people reported as missing, making im-
provements to the current system to search for missing people in India and to develop
an experimental design that combines facial recognition with deep learning through a
convolutional neural network, respectively.

In 2020, DINASED created the "Alerta Desaparecidos™ (Missing People Alert) ap-
plication to collaborate in the search process by providing a rapid response when a case
is reported. This application is managed by the National Police; therefore, there is a
continuous interaction between police officers, community, complainants, and public
and private institutions: hospitals, shelters, foster homes, private clinics, medical cen-
ters, nursing homes, morgues, and cemeteries. It is easy to use and it is free, which
allows citizens to have an efficient interaction that facilitates the search. Thanks to tech-
nological advances, it is possible to use them in favor of this social problem, and there
is still much to be done, taking into account that it is a problem that affects not only one
person, but their entire family and close acquaintances or friends [10].

Disappearance affects countless Ecuadorians, regardless of their characteristics; un-
der this background appears the Association of Relatives and Friends of Disappeared
People in Ecuador (ASFADEC), an organization that promotes the dissemination and
awareness of the problem, and struggles to locate the missing in order not to be seen
only as one more statistic in an archive, working on actions of memory, truth, and jus-
tice [11].

This problem is the ideal context to develop a tool to improve the identification pro-
cess of people reported missing. The information on missing people handled by the
association corresponds to personal data made through its website and social networks,
which limit the knowledge and recognition process. This project focuses on developing
a computer system that improves this procedure; thus, reducing the complication of
using figures and speeding up the deployment of reports on identified missing people.
In addition, it makes it easier for those responsible to present relevant results before
reporting to State entities.

2 Methods

Several aspects were considered to develop and implement the expert system with facial
recognition in human-machine conversation services for the automation of multi-plat-
form remote processes when identifying people reported missing, such as data collec-
tion and management, and the visualization of the results obtained [12].

The Missing system was developed based on a structure divided into three modules:
MissingApp, MissingBot, and MissingApi. The following figure explains the basic
general process of the operation of the expert system where the reporter sends through
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the social networks Messenger and Telegram the picture of the person suspected of
disappearance, which is obtained through the MissingBot module. Once the picture is
received, it is evaluated by the MissingApi facial recognition module. The results are
displayed on the MissingApp web page, which the volunteer and the system adminis-
trator manage.

E Missing person identification software \—

Volunieer -
Services offered from chatbots

3 5
e
X
- }‘
FACEBOOK || TELEGRAM

System administrator

x
MissingApi
New message /\0<\
Reporter
A + SEND

Fig. 2. General scheme of the system

Once the general operation has been explained, the system architecture is detailed using
the C4 model, where the context levels and system containers are described for a better
understanding [13]. Fig. 3 shows the interaction of people with the Missing system and
the Desaparecidos Ecuador external system, where official information on people re-
ported missing is obtained.

Reporter
[Person]

A person who wishes to consult
and identify missing persons
in Ecuador.

System administrator
[Person]

Manager who needs to manage Chats using sacial networks (Messenger and Telegram)

volunteers with access. Desaparecidos Ecuador

[Software System]

Manages Missing
[Software System]

__Obtains information
on Missing persons

System with official
information on missing
persons.

Missing persons identification
Volunteer

[Person]

software.

A volunteer who needs to view
information on missing and
identified persons.

Fig. 3. System context diagram for Missing system
Also, the following figure shows the system container diagram corresponding to level

2 of the C4 model, which expands the Missing system and offers all the containers
involved in the development and the technologies used.
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Reporter
[Persan]

Intents / Entities
Message |

A person who wishes  p{ERaisr e [HTTF]
to consult and identify i
missing persons in
Ecuador.

Delivers to
' the user's
Records & Reports web browser
[ISON] H

System administrator H IS »
[Person] : ¥

Manager whe needs to
manage volunteers Requests
with access. [HTTP]
A4

Data about
missing-persons
[JSON] - Obtain |
__information_ |
of missing |
Volunteer R persons |
[Person)]

Facial features :
A volunteer who needs [JSON] Records & Reports
to view information on : [JSON]
missing and identified ‘
persons.

¥

Missing
[Software System]

iMi§§ing persons identification software.

Fig. 4. Container diagram for Missing system

In addition, it can be seen that the Missing system consists of seven containers. The
first one is MissingBot, on the server-side, which obtains the intentions and entities for
the second container, DialogFlow, responsible for providing information to the first
component and, in turn, it directs the user to the corresponding chat to the third con-
tainer. This chat will send the requests to Missing Back-end, the fourth component lo-
cated on the server-side. MissingBot will send records and reports to the fifth compo-
nent, MissingApp Front-end, a client-side web application where MissingApp Back-
end sends data about people reported missing. MissingApp Back-end sends records and
reports to the sixth component, the database, but, in order to do this, it intervenes the
seventh component, MissingApi, which allows the facial recognition and sends facial
features to MissingApp Back-end.

Missing consists of a web application, a chatbot, and facial recognition. The web
application was divided into front-end and back-end, developed with react and ex-
press.js, respectively; and all data is stored using the MongoDB database, complement-
ing the stack of technologies known as MERN (MongoDb, Express.js, React, Node.js).

For the development of the chatbot, DialogFlow was used to facilitate the processing
of natural language and to integrate it into the Telegram and Facebook Messenger social
networks, taking advantage of the same database and server from the web application
[14]. Finally, for the identification of people reported missing, there is a face recogni-
tion process from artificial intelligence, where the use of the SSD model, which in-
creases the speed of inference processing by eliminating the need for the Region Pro-
posal Network (RPN), is compared [15] to the TFD model, a real-time face detector
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and consumes fewer resources than the SSD face detector [16]. The aforementioned, in
addition to performing experimentation with the MTCNN model, being a three-stage
cascaded CNN, which simultaneously returns five face landmarks along with the
bounding boxes and scores for each face [17] to determine the performance of each of
the models.

The dataset with which we worked was obtained by scraping from the official
sources Desaparecidos Ecuador and ASFADEC, where the pictures obtained from the
people reported as missing with their respective personal data will be collected. Also,
for the deployment, the entire infrastructure was distributed on the Microsoft Azure
cloud computing platform to lift all services with high-speed adaptability in a produc-
tion environment [18]. ASFADEC members will supervise this.

On the other hand, the implementation of the system was organized within the cloud
infrastructure by using Azure, where several services were scheduled, starting with an
application function Missing-fun-scraping of the TimeTrigger type that was developed
in Javascript language, which runs every 24 hours to retrieve information of missing
people using a trigger that activates the function. The App Services service was raised
to deploy two web application modules: Missing-app-web, and Missing-bot-chatbot,
which were also developed in Javascript language launched on a Node.js server each.

In addition, an internal virtual machine resource was created to generate the
FaceApi.js library to run Tensorflow and perform the facial recognition and identifica-
tion process. In addition, the incorporation of Mongo Atlas facilitated the communica-
tion of the data with the cloud storage, allowing its connection with all the resources to
update the information (see Fig. 5).
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Fig. 5. Deployment diagram

3 Results

This section presents the results obtained by evaluating the system using three param-
eters: accessibility, efficiency and speed, to guarantee the quality of the product avoid-
ing a deficient level of usability [19].

3.1  Accessibility

This parameter has two aspects: the access time to search and download posters of peo-
ple reported as missing, and the access time to search and download information about
people identified as missing, where the MissingApp system was compared with the
currently used by ASFADEC, Desaparecidos Ecuador.

12_ ' ' -MissingAPIp F
Bl Desaparecidos Ecuador
8
7
2 6
g 5
= 4 1
3
2 5. .|
1+ 1
0 | | |

Homepage Search Data Found
User actions
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Fig. 6. Access time to search and download posters of people reported missing by evaluating the

MissingApp page with Desaparecidos Ecuador from a cellphone detailing the actions it performs
with the time it takes to complete them

0.7
I Missi

i -rh)’c‘:: :gr?cpigos Tcuador

0.5 il
Eoia |
g
g 031 i

0.2

0.1

0

Homepage Search Data Found
User actions

Fig. 7. Access time to search and download posters of people reported missing by evaluating the

MissingApp page with Desaparecidos Ecuador from a computer detailing the actions it performs
with the time it takes to complete them
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Fig. 8. Access time to search and download information of identified missing people by evaluat-
ing the MissingApp page with Desaparecidos Ecuador from a cellphone detailing the actions it
performs with the time it takes to complete them
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Fig. 9. Access time to search and download information about identified missing people by eval-

uating the MissingApp page with Desaparecidos Ecuador from a computer detailing the actions
it performs with the time it takes to complete them

3.2 Efficiency

This parameter has two aspects: the average time to identify missing people and the
average time to send and receive messages from the chatbot. For the first aspect, the
three identification models (SSD model, TFD model, and MTCNN model) were com-
pared; for the second, the chatbots in two social networks (Facebook Messenger and
Telegram) were used.
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Fig. 10. Average time to identify people reported missing using the SSD, TFD, and MTCNN
models after obtaining the necessary data through the chatbot
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Fig. 11. When interacting with the user, the average time to send and receive messages from the
chatbot by using the social networks Telegram and Facebook Messenger

3.3 Speed

This parameter has two aspects that were taken into account: the identification time for
facial recognition by face, and the alert notification time for the identified person, where

the three identification models (SSD model, TFD model, and MTCNN model) were
compared for both aspects.
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Fig. 12. Identification time for face recognition using the SSD, TFD, and MTCNN models
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Fig. 63. The SSD, TFD and MTCNN models’ identified person alert notification time

4 Discussion

In the analysis of accessibility, it is observed that the MissingApp application has a
lower access time to search and download posters of people reported as missing, com-
pared to the Desaparecidos Ecuador application. Also, even though Desaparecidos Ec-
uador does not have a registration option, log-in, or HTTPS protocol, the time in the
search and data found is superior to the MissingApp’s. About the devices, it is observed
that access to the web application from a computer is faster than the access on a mobile
device; thus, demonstrating that the application developed in this work offers a good
accessibility to the user (see Fig. 6).

Moreover, as part of the accessibility, the access time to search and download infor-
mation about identified missing people was evaluated, showing that MissingApp is
much faster than Desaparecidos Ecuador in all the aspects mentioned, and access from
a computer is much quicker than that from a mobile device (see Fig. 7).

In terms of efficiency, the three models (SSD, TFD and MTCNN) were evaluated to
see how the facial recognition module interacts with the application. MissingApp uses
the TFD model when assessing the time it takes to identify people reported missing,
and it is much faster than the other models (see Fig. 8).

Another critical point was to analyze the average time to send and receive messages
from the chatbot where the social networks Telegram and Facebook Messenger were
contrasted. The aspects considered were: sending text, sending the picture of the person
reported missing, and sending the location, where the Telegram application stood out,
showing that it is much faster in all aspects (see Fig. 9).

Finally, when analyzing speed, the three models (SSD, TFD and MTCNN) were
used again, focusing on two aspects: the face recognition identification time and the
alert notification time for the identified person. For the first aspect, it can be seen that
for both successful and unsuccessful face detections, the TFD model is much faster (see
Fig. 12). However, the difference between the SSD and TFD models is minimal. To
sum up, the TFD model is much faster (see Fig. 13).
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5 Conclusions

This paper presents the development and validation of an expert system with facial
recognition implemented in human-machine conversation services to automate multi-
platform remote processes when identifying people reported missing.

The system's efficiency allows ASFADEC volunteers to handle data better and ena-
ble users to report more quickly and dynamically through chatbots. Also, the quality
parameters to be analyzed showed that MissingApp performs well when searching and
retrieving information from the chatbot or database. In addition, the TFD model used
for the facial recognition module within the system is faster when identifying an image-
making MissingApp, a high-performance system.

Moreover, the use of architecture for the modeling of the system helped with the
vision of the product for its implementation, and to start with the MERN technology
for the development of the web application. For this reason, it is essential to have a
good architecture when raising the results of a system and the approach to the objec-
tives.

With the analysis of this article, it can be seen that the use of artificial intelligence
can automate processes such as the recognition of a person identified as missing within
the ASFADEC database, a task that was performed manually and was prone to errors.
For this reason, it is recommended to deepen the topic of facial recognition and, in a
later work, improve the algorithm to speed up the process. Also, as a future work, it
could support the application and its expansion by making it a multiplatform and con-
verting the structure of the chatbot module in one of the microservices to ensure the
availability of the server.
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